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General description

Introduction

Welcome to the world of professional counter surveillance! The Delta X system will make your bug
sweeps quick and easy, while providing extremely reliable results. The system's hardware incorporates a
powerful spectrum analyzer which provides a super-fast speed of measurements with extreme
sensitivity, while the built in RF "switcher" extends the system's functionality. The supplied set includes
the full set of equipment needed for professional bug detection: omnidirectional antenna, directed
microwave antenna, multifunction probe for checking the infrared/low frequencies and wires, cables
and adapters.

Unlike conventional spectrum analyzers which require the individual inspection of each radio band
depending on its assighment, the Delta X does everything automatically. The signals are recognized in
the spectrum and depending on the type are saved in the "common" or "mobile & wireless" sections of
the constantly updated list. Each signal is assigned an individual danger level, helping the operator to
distinguish between safe external sources and suspicious local transmitters.

The great advantage of the Delta X is its high sensitivity and immunity to interference. While near-field
receivers and detectors lose their sensitivity either significantly, or fully, near strong transmitters such as
cellular towers, communication antennas, broadcasting stations, Wi-Fi access points, and wireless
phones etc. the Delta X retains its ability to detect RF bugs at a significant distance.

Features

e Quickly and reliably detects all kinds of RF listening devices, including analog, digital, constantly
existing and intermittent, sending audio or video, with or without encryption

e Finds hidden surveillance devices employing the digital standards GSM, 3G, 4G/LTE, Bluetooth,
Wi-Fi, DECT, etc.

e Detects illegal information transmission in AC, telephone, Ethernet, alarm and other wires as
well as in the infrared range with the help of the supplied Multifunction Probe

e Can work in instant detection mode, guarding mode, locating mode and car tracker detection

e Has a 20-50 times higher sensitivity and detection distance compared to conventional RF
detectors and near-field receivers

e Can monitor the RF environment 24 hours a day with data logging

e Capable of detecting covert bugging devices with an accumulation function and transmitters
hidden within the spectrums of other signals

e Supports storage of an unlimited quantity of signals. Full information is stored in the log and can
be reviewed during the detection, or at a later time. Multiple logs are supported.

¢ Demodulation of audio in FM, AM, USB, LSB, CW (adjustable BW 3...240 kHz)

e Alarm relay output can activate external devices when a dangerous signal is detected (turn on a
CCTV system, for example)

e Comes in a protected case that allows you to place a 13-14” laptop inside (not included in the
supplied set)

e Powered from the laptop's USB

Exclusive features of the 2000/6 Real-Time version:
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High update rate, 2000-3000 MHz per second
Frequency range 40 kHz — 6000 MHz
Reaction time: 2-3 seconds

Instantly detects digital signals with short bursts
Can detect and locate the transmitter simultaneously

Exclusive features of the 100/12 version:

Update rate of 100 MHz per second
Frequency range 100 kHz — 12400 MHz
Reaction time: 60-120 seconds

Detects digital signals with short bursts by accumulating data

Exclusive features of the 100/4 version:

Update rate of 100 MHz per second
Frequency range 40 kHz — 4400 MHz
Reaction time: 45 seconds

Detects digital signals with short bursts by accumulating data

Advantages

» What it is: a portable system controlled by a laptop computer

The high capacity of a laptop's hard drive enables full data logging during the detection (24/7
possible)

Wider screen is more convenient for analysis

Compatible with touch screen laptops

The handheld use of antennas is more convenient for locating transmitters in hard to access
places

» Handling of the mobile and wireless bands GSM, CDMA, 3G, 4G/LTE, DECT, Wi-Fi, Bluetooth, etc.

Mobile and wireless signals are detected simultaneously with analog transmissions
Mobile/wireless signals are detected with the use of individual thresholds and are displayed
separately from other signals

Activities within each band are stored as one signal with a certain danger level to avoid
excessive records in the Signals table and to locate the sources with a hopping frequency
Additional sweepings on the "short-burst" bands are performed to increase the probability of
interception of such signals as GSM, 3G, 4G, DECT, Wi-Fi, Bluetooth, etc.

External interference from neighboring mobile phones and Wi-Fi routers can be rejected with
the help of the thresholds

The supplied data files allow the operator to adjust the system to the mobile/wireless bands
employed in the country of use

» Sensitivity and detection distance

The built-in spectrum analyzer has 20-50 times higher sensitivity and detection distance
compared to conventional RF detectors and near-field receivers

Resistant to interference - sensitivity remains high regardless of the proximity to wireless
routers, cordless phones, mobile phones, TV towers, radio broadcasting and mobile
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communications

Support of the "Known signals" table

e The operator can easily distinguish between safe and dangerous signals

e The TV frequencies employed in the country of use can be quickly imported from the supplied
data files

e The FM, VHF/UHF police and municipal channels can be collected and stored for further use

Advanced signal recognition method

e The signals are automatically recognized in the spectrum traces and inserted or updated in the
Signals table

e Both analogue and digital signals are captured with an assigning of a corresponding Danger level

Unique algorithm of measuring the signal's Danger level

e Uses a combination of the reference trace and individual thresholds for mobile/wireless bands

e Takes into consideration both the signal's strength and bandwidth

e Works for both analogue and digital signals including transmissions with a changing frequency

e |s used during the locating procedure and provides more reliable results compared to the
traditional "signal strength" method.

Low demands on the operator's level of knowledge

e The system can be prepared for detection with the help of the "Update Masks" procedure
within a few minutes

e Manual handing of spectrum traces is not necessary

e Everything is done automatically after the detection starts

e The operator is warned by an audio alarm when a dangerous signal is detected

Data logging

e All the spectrum traces and alarms are logged during detection

e The situation at any given time can be reviewed and studied

e 24 hours a day logging provides detection of periodically working/remotely controlled bugging
devices

Tracking of the signal's activity

e The full history of each separate signal, or of all signals simultaneously, is displayed on the
Alarms graph

e The events at any given time can be reviewed by simply clicking on the graph

e The operator can see the duration of an activity and as such distinguish between any
interference and real danger

The Waterfall and Persistence graphs
e Both the present and previous measurements at any given time can be displayed
e The displayed time interval (density) is selectable in the range of 2 minutes to 6 hours

Car Tracker Detector mode
e The monitoring of mobile bands can detect signals from GPS trackers hidden within a vehicle
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Functions of the software

Rich visual representation: Spectrogram/Persistence, Waterfall, Alarms graph
The Known Signals table allows the system to reject TV, FM and other "friendly" signals while
maintaining high sensitivity to unknown signals.

The Detector and Locator allow the operator to perform location of a bugging device with both
visual and audio notification
The Alarm Threshold decreases the false alarm rate

The Hold Max Danger feature selects and shows the strongest signals for their location as the
system is moved during detection

The Update Mask procedure allows the operator to quickly adjust the system to the local RF
environment in order to reject safe signals

Sorting and filtering is supported in the Signals table

The Report function allows the operator to export all obtained information about the desired
signals

Is easily localizable to any language

Working modes

O

Stop / View Log

Review of the detection results stored in the log. The Signals table, Spectrogram, Waterfall and
Alarms graph give full information about the detected signals and alarm events

Update masks

Quick preparation for detection — the system automatically accumulates the broadcasting and
other safe signals existing in the area in order to pass over them during the subsequent
detection

RF Sweep

The main detection mode. Provides maximum reaction time and the highest sensitivity. The
operator can move the system or its antenna during the detection.

Guard 24/7

Rejection of short transmissions and usage of two antennas reduces false alarms in this mode.
Suitable for 24 hour detection without unwanted false alarms

Car Tracker Detector

Detection of vehicle mounted GPS trackers transmitting the coordinates via mobile networks
Probe

Checking of AC, Ethernet, Telephone and Alarm wires and the infrared/low frequency for the
presence of unwanted bugging signals

Signal Analyzer

Analysis, demodulation and physical locating of detected signals

Settings

Includes the general settings and information about the mobile networks and wireless bands
existing in the area as well as the known signals table
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Specification
General

2000/6 Real-Time 100/12 100/4
Update rate 2000-3000 100 MHz/sec | 100 MHz/sec

MHz/sec
Frequency range 40 kHz - 6000 100 kHz — 40 kHz -
MHz 12400 MHz 4400 MHz

Reaction time 2-3 sec 60-120 45 seconds
(How quickly a dangerous signal is detected) seconds
Spectrum resolution 9 kHz 15 kHz 15 kHz
Occupied disk space per 24 hours 12 Gb 1Gb 0.5Gb
Temperature Range 0°Cto +65°C 0°C to +50°C 0°Cto +70°C

Demands on computer

3rd gen. or newer
Intel dual/quad

Intel® Atom™ N2600 or Intel®
Core™ i3

Core i-series Windows 7, 8, 10
1xUSB 3.0 13-14” screen recommended
2xUSB 2.0
Windows 7, 8, 10 3xUSB 2.0 2xUSB 2.0
13-14” screen
recommended
Displayed dynamic range -90...-10 dBm

05,1, 2,5, 10, 25, 50, 100, 200, 500, 1000, 2000,
3000, 6000 MHz

Displayed spectrum spans

Spectrum graphs Spectrogram, Waterfall

Spectrogram's displayed data Persistence, Live, Max, Threshold

Detector's modes Wide-Range, Signal, Selection

Frequency, Bandwidth, Name, dbm Level, dbm
Peak Level, Danger Level, Peak Danger Level

Fields of "Signals" table

Fields of "Bands" table Begin, End, Name, Type, Threshold, Priority,

Tracker detection

Frequency, BW, Name, Modulation

Fields of "Known Signals" table

ODA-4 omnidirectional antenna

e Can be used with any RF equipment, including receivers, spectrum analyzers, RF detectors, etc.

e s capable of receiving the entire frequency range 40 kHz — 6000 MHz with increased sensitivity
in the range of 80 MHz - 4000 MHz

e Tripod mountable (tripod supplied)

e The tripod can convert to a hand-held unit for manual probing (locating procedure)

e Connector type: BNC

e 80cm cable

e Dimensions (without tripod) 20 x 3.5 x 0.6 cm

e Mode of use: receive

e Indoor use only

MWA-6 microwave antenna
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e Can be used with any RF equipment, including receivers, spectrum analyzers, RF detectors, etc.

e s particularly good for the location of GSM, CDMA, 3G, 4G (LTE, Wi-Max), Wi-Fi 2.4GHz,
Bluetooth, Wi-Fi 5GHz, DECT and other digital transmissions

e Frequency range 800-6500 MHz

e Directed (log-periodic)

e Typical forward gain: 6 dBi

e Tripod mountable (tripod supplied)

e The tripod can convert to a hand-held unit for manual probing (locating procedure)

e Connector type: SMA

e 80cm cable

e Dimensions (without tripod) 18 x 14.5 x 0.7 cm

e Mode of use: receive

e Indoor use only

MWA-12 microwave antenna

e Can be used with any RF equipment, including receivers, spectrum analyzers, RF detectors, etc.

e s particularly good for locating digital transmissions above 2GHz: 4G (LTE on the upper ranges,
Wi-Max), Wi-Fi 2.4GHz, Bluetooth, Wi-Fi 5GHz; For tracing other microwave sources, including
bugging devices

e Frequency range 2000-12000 MHz

e Directed (log-periodic)

e Typical forward gain: 8 dBi

e Tripod mountable (tripod supplied)

e The tripod can convert to a hand-held unit for manual probing (locating procedure)

e Connector type: SMA

e 80cm cable

e Dimensions (without tripod) 8 x 6 x 0.7 cm

e Mode of use: receive

e Indoor use only

The Multifunction Probe

e Detects electronics emitting an electromagnetic field, infrared signals and illegal signals in
110V/220V wires, Ethernet, telephone, alarm and other low-voltage wires
e 3 channels of detection:
o IR—infrared (built-in sensor)
o LF-low frequency (built-in sensor)
o  WIRE - high and low-voltage wires
e Frequency range
o IR:40 kHz —4 MHz
o LF:40kHz-10 MHz
o WIRE: 40 kHz — 100 MHz
e WIRE: Max. voltage 250V (Measurement Category Il)
e |R: Spectral range of sensitivity: 740 ... 1080 nm
e Direction of sensor:
o IR:20°
o LF: Omni-directed 360°
e Dimensions 145 x 82 x 30 mm
e Connectors: BNC male, IEC C7 socket
e Supplied with a high voltage cable and a low voltage "alligator" cable
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Supplied set

Item 2000/6 100/12 100/4
Real-Time
1. Main unit with the built-in spectrum analyzer and RF 1 1 1
switcher

2. Software Delta X on the USB flash memory 1 1 1
3. ODA-4 - omnidirectional antenna 1 1 1
4, MWA-6 - microwave antenna 1 1
5. MWA-12 - microwave antenna 1

6. Multifunction Probe with cables 1 1 1
7. Coaxial low-attenuation cable 5 m 1 1 1
8. In-line modular adapter 1 1 1
9. Tripod convertible to handle 1 1 1
10. Set of accessories (case's cover lock, angle USB 1 1 1

adapters, BNC-to-SMA and SMA-to-BNC adapters)
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° Main unit with the built-in spectrum analyzer
and RF switcher

=
(=)

N
%
I
(71) Wp——

o MWA-6 - microwave antenna

MWA-6 Microwave antenna

e MWA-12 - microwave antenna (supplied with 100/12 only)

SS—-—

° Tripod convertible to handle

6 Coaxial low-attenuation cable 5 m @ Set of accessories (jumper cable, case's

cover lock, angle USB adapters, BNC-to-
” SMA and SMA-to-BNC adapters)

10
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Warnings

The spectrum analyzer's input attenuator and front end switches are sensitive to Electro-Static
Discharge (ESD) and have a damage level just above +20 dBm peak. Cases of breakage due to this reason
will not be accepted under the product's warranty.

Some common events which may lead to front end damage and the loss of warranty include:

e Applying more than +20 dBm peak power, such as an antenna exposed to a radar pulse or used
near a signal exceeding 2 Watts (nonlinear junction detector, transceiver)

e ESD from a passive antenna, either from discharge to an antenna element, or from connecting a
large antenna or cable which has built up a static charge

e Connecting to an active antenna which is already powered up

The general recommendations are:

e Never connect any signals or outputs of active equipment directly into the INPUT connector of
the spectrum analyzer

e Do not use active antennas

e Do not turn on 2-5 Watt VHF/UHF transceivers and NLID (nonlinear junction detectors) in a
close proximity to the antenna

11
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Startup

Setup

Use a laptop in accordance with the specifications above. Insufficient processing power may result in
unstable operation.

» Depending on the computer being used and the Windows version select the appropriate setup file
on the supplied USB flash drive and run it:
e 64 bit: Delta X Setup x64.exe
e 32 bit: Delta X Setup x86.exe
The Delta X software and drivers will be installed automatically.

> Reboot the computer

» Disable all audio enhancements for the playback device in order to allow the Delta X software to
produce sounds correctly:
e Right-click the speaker icon in the system tray (near the clock)
e Select "Playback devices"

e Click the sound device which will be used for playback (typically "Speakers"), and then click
the Properties button

e On one of the shown tabs find the checkmark responsible for the audio enhancements and
disable them. Remove the checkmark if it is "Enable Audio Enhancements" or set it if you see
"Disable all sound effects".

e Click OK.

Preparation of equipment

Before starting the work, to prevent accidental closing of the case's cover insert the lock into the groove
near the veil of the case's cover:

12
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» Connect the cables to the corresponding USB slots of the computer in accordance to the color
marking on the USB connectors. The blue USB 3.0 plug can be connected to corresponding USB
3.0/3.1 socket only, while the other USB 2.0 plugs can be connected to any type (2.0 or 3.0/3.1).

» The additional USB cable coming out of the connector is designed to supply additional power to the
system. Connect it last.

» Use the angle USB adapters to avoid bending of the cables

» USB 3.0 port is demanded by the "2000/6 Real-Time" version only

The front panel of the Delta X has the following connectors and indicators:

e INPUT —the input of the built-in spectrum analyzer. In most working modes the omnidirectional
antenna ODA-4 and directed microwave antenna MWA-6 should be connected to this socket
directly. In the Probe mode and the Guard 24/7 mode with 2 antennas this socket should be
connected to the "SWITCHER OUT"

e SWITCHER OUT - output of the RF switcher

e PROBE - input for the Multifunction Probe which should be connected with the help of the 5m
extension cable supplied in the set

e ANT 1 - input for the main antenna in the Guard 24/7 mode with the 2-antenna algorithm

e ANT 2 - input for the remote antenna in the Guard 24/7 mode with the 2-antenna algorithm

e ALARM - indicator of a high alarm level and the relay output (normally open, max. voltage 25
V).

Connection of the antenna depends on the working mode:

13
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e Wide-Range Analyzer, Signal Analyzer, RF Sweep, Guard 24/7 with 1-antenna

Antenna ODA-4 or MWA-6

A INPUT SWITCHER PROB
OUT

e Probe

Multifunction probe

Jumper cable

& ITCHER PROB

® Guard 24/7 (2-antenna algorithm)

Remote antenna
(ODA-4)

Jumper cable

N/ ITCHER PROB
R OUT

Main antenna
(ODA-4)

14
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Placement of antennas

The recommended way of the antenna's placement is mounting them to the upper part of the case with
the use of supplied screws. When using this method the operator can easily move the Delta X system
during detection and locating:

ve antenna

MWA-6 Microwa

The ODA-4 antenna The MWA-6 antenna

Both the omnidirectional antenna ODA-4 and directed microwave antenna MWA-6 can be mounted
simultaneously and connected to the INPUT in turn, depending on the need.

During the locating procedure the operator might need to keep the antenna in hand to probe objects
and hard-to-access places more closely. For this the antenna can be mounted on the supplied tripod
which easily converts to a handle.

When the Delta X systems is used in a fixed position (Guard 24/7 mode) the antenna can be mounted on
the tripod.

Running the software

Start the Delta X software. The Startup window will appear on the screen and the procedure of finding

the connected hardware will be performed.

15
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Delta X \ Delta X

Countersurveillance sweeping system Countersurveillance sweeping system

Version 1.200 Version 1.200

4
g Checking connection of the hardware... Device not found

I
/N

Found device Delta X 2000/6 Real-Time, serial #17088687
Read mode

In case of detecting the Delta X equipment the "Found device" will appear and the main window will
open.

If there is no connection, there will be a "Device not found" message. The software can be closed or run
in the Read mode for reviewing the logs and changing settings.

Possible reasons for the absence of connection:

e Not all USB cables are connected

e The blue USB 3.0 connector is inserted in the USB 2.0 slot

e The powering cable is connected before the signal cable (must be connected after)

e For some reason the drivers are not installed during the software setup (can be checked in the
Device Manager)

e The computer was not rebooted after the installation of the software

If any connection problems appear the device can be quickly reset by unplugging the USB cables
temporarily and then connecting them again.

16
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Settings

When the software is started for the first time, some required settings are missing. The application will
ask the operator to perform a calibration and specify the country of use by entering the Settings
automatically.

General

@ Delta X - Main office - 17.01.2018 = [m] X

General

Perform calibration, specify country and make other settings here

< Back to Stop / View Log

Bands — Device: BB60, 40 kHz - 6000 MH, Serial: 17088687 —

Known signals Sl
Calibration status: oK

Manual modes - 4 -
Perform calibration Clear calibration data

Signal analyzer

Detection

Stop / View Log Location

Update masks Country USA

RF Sweep

. Additional parameters
Guard 24/7
Car Tracker detector

Probe

:34°C USB: 4,72V

Calibration is needed for the compensation of the changing dynamic range on different frequencies,
thus making the spectrum traces smoother and more understandable.

Perform the calibration once on each computer the system is being used on.

Disconnect the antenna or cable from the spectrum analyzer's RF input (marked as INPUT) and press the
"Perform calibration" button. The procedure will finish in a few minutes. The antenna should then be
connected again.

The "Location — Country" allows the Delta X system to know the local frequency assignment and as such
to setup the mobile and wireless bands and recognize the location's broadcasting signals. After the
country is selected the software will offer to set up the Bands and clear the "Known Signals" table:

Confirm

o Apply change now (auto-setup Bands, clear Known Signals)?

17
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Press "Yes" to continue.
Additionally you will be asked permission to rewrite the data in the Bands table.

Please note: since the FM and TV broadcasting frequencies might differ in the new country the Delta X
software will offer to clear the Known Signals table. Press "Yes" to agree or "No" if the table contains
precious information at this point and you wish to export it first.

Additional parameters

’ Additional parameters

Data storage folder

C:\Users\Public\Documents\Delta X\Logs\ Select...

Use space on disk, Gb
Available space on disk, Gb:

Total disk space, Gb:

Sensitivity to common signals

’ Scan 802.11 wireless access points by wireless adapter

If necessary, the data storage folder can be changed. In the case of changing the data storage path after
using the system, it is recommended to manually delete the previous folder to free up disk space.

The "Use space on disk" allows the operator to limit the space occupied by the logs. After reaching the
limit the Delta X software will automatically delete the older logs when it is in detection mode.

Take into consideration the occupied disk space per 24 hours of detection:

2000/6 Real-Time 100/12 100/4

Occupied disk space per 24 hours 12 Gb 1Gb 0.5 Gb

If you are planning to use the Delta X system in the Guard 24/7 mode, we suggest selecting a laptop with
an increased disk space. To speed up the data writing and reading we suggest using a high speed SSD.

Please note that the logging of data during the detection may be suspended if the selected disk does not
have enough free space.

"Sensitivity to common signals" determines the threshold for common signals in the detecting modes
and as such affects the detection distance. With a "High" level the threshold is low so even the weakest
signals are captured, here the detection distance is longest but some false detection (alarms) might be
produced. With a "Moderate" level the Delta X sets the threshold in the middle so there is an optimal
balance between the detection distance and false detections. "Low" sensitivity sets a higher threshold
and allows the operator to minimize the alarm rate and simplify the subsequent analysis.

"Scan 802.11 wireless access points by wireless adapter" allows the system to use the computer's Wi-Fi
card in order to scan for the available access points periodically and display them on the Spectrogram.
This function will work if the computer is not in "flight (plane)" mode only. Please read section
"Inspecting wireless bands (Wi-Fi, etc.)" on page 53.

18
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Bands

The Delta X effectively detects eavesdropping devices transmitting information via mobile networks or
wireless ISM bands. For this purpose the software handles mobile and wireless bands in a special way:
all activities within each band are grouped and displayed as one signal with an individual threshold, as
such the detection results do not contain excessive information; hopping signals are detected and
located better while any background interference is eliminated with the help of the threshold.

Auto-Setup

The Bands table must correspond to the local frequency assignment to ensure correct detection. The
Delta X is supplied with a number of data files for different countries, so after setting the country in the
"Settings — General" the system offers to setup the Bands table automatically.

It can also be done later with the help of the "Auto-Setup" button.

‘ @ Delta X - Main office - 17.01.2018

Adjust the table Operations with
Bands automatically external data file

Please enter all the cellular and wireless bands which are active in your area (i.e. GSM, 3G, 4G/FE, Wi-Fi, etc)

[< Back to Stop / View Log [ Auto-Setup [ Import/Export ‘

Content of

s | s eraet  the Bands

Uplink

Manualmodes [746  |aGATEBand1217 | Downlink
Signal analyzer g : | LTG}LTE Band 13 [ Downii
iAG/LTE Band 13 :Uplink

[Detection — |4G/LTE Band 5,26 Uplink

Known signals

Stop / View Log 859 | |4G/LTE Band 5,26

902 | |1sM 902-928
1525|1559 |4GATEBand24
RF Sweep 16265  |16605 | 4G/LTE Band 24 |
Guard 24/7 o 10 |4G/LTE Band 466

1850 1915 |4G/LTEBand 225

Update masks

Car Tracker detector

Probe

Begin, MHz End,MHz (5835
Band Name
Threshold, dB N

@8 High priority (very short transmission, <1 ms)
(@) Tracker detection

. + l e X | Clone _] [’Tall_]

t:34°C USB: 4,72V

Delete Apply Discard Delete all
record changes [UENES records

Fields
The Begin and End fields are the edges of the band.

The Name field is obligatory and should be unique for each pair of bands, consisting of uplink and
downlink.

There are the following types of bands:
e Uplinks: Used by mobile devices for sending information to base stations
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e Downlinks: Used by base stations for sending data to the mobile devices
e Shared frequency: The band is used by both sides of communication simultaneously. This
technology is used by some 4G/LTE bands, Wi-Fi, Bluetooth, ZigBee and DECT.

The "Threshold" determines the sensitivity for the band. When it is exceeded by a signal, the band
becomes "dangerous" and produces an alarm. The threshold allows the operator to eliminate any
interference from neighboring mobile phones, Wi-Fi access points and wireless phones which cannot be
switched off during the detection procedure.

Since the task of counter surveillance sweeping is detecting local signals, the thresholds for mobile
devices (uplinks and shared) must be lower, while base stations (downlinks), should be rejected with the
help of higher values. The thresholds can be adjusted automatically or manually.

The "High Priority" parameter should be set for the uplink bands of the standards which have short
transmission time (timeslots). These are GSM, 3G, 4G, DECT and Wi-Fi. When fetching the spectrum
trace, the Delta X system measures the priority bands longer in order to capture the short bursts.

The "Tracker Detection" parameter should be set for the uplinks of the mobile networks so they are
scanned in the Car Tracker Detector mode.

If the "Auto-Setup" is successful, the system is ready for detection. In this case, you can skip the

following sections describing the Bands in details.

Import and Export

If the "Auto-Setup" cannot find the data file for the selected country, the Bands table can be filled
manually using the "Import/Export" button. The necessary bands should be imported from the external
data files. The program has the following view when the import-export is activated:

Content of Open and Relevant

the Bands create file countries

Bands table Content of
the external

data file

| @ Delta X - Main office - 17.01.2018

Please enter all the cellular and wireless{bands which are active in your area (i.e. GSM, 3G, 4G/LTE, Wi-Fi, etc)

Back to Stop / View Log H Auto-Setup

End, MHz | [Name | Type Threshold, dBm in, Name [Threshold, dBm
928 |1SM g02-928 Shared |- ) 928 ISM 902-928 Shared  |-60
1930 | DECT USA/Canada Shared = > £ 1792 DECT South Korea Shared -50
2484 :2.4 GHz Wi-Fi/BT/ZigBee 'Shared -4 1900 DECT Europe Shared -50
T sess |seHzwiFi [Shared | - 1930 DECT UsA/Canada |shared  |-s0
2484 2.4 GHz Wi-Fi/BT/ZigBee Shared -60
3700 | Wi-Max 3400-3700 [Shared  |-50
|5 GHz Wi-Fi {Shared |60

[ 1 e —————— | O

a73

Begin, MHz End, MHz

Name Import and export Delete record in
T s of records the external file

@ High priority (very short transmission, <1 ms)
(@) Tracker detection

Delete all )
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The system is supplied with the following standard data files:

e GSM Bands
e CDMA Bands
e 3G Bands

e AG (LTE) bands
e Wireless Bands

To fill the Bands table for your country, first determine the frequency assignment of the mobile and
wireless bands. This information might be available on the Internet or can be obtained from the local
communication authorities.

e Clear the table with the help of the "Delete All" button

e Open the "Wireless bands" data file with the help of the "File" button

e Use the < button to import the necessary bands (typically: DECT, 2.4 GHz Wi-Fi/BT, 5 GHz Wi-Fi
and some others)

e Openthe GSM, 3G and 4G (LTE) files in turn and use the < button to import the bands which are
used in your country

e Import the assigned bands only. There cannot be overlapping bands in the Bands table

After the Bands table is prepared its records can be exported into the external file for subsequent use:

e Press the "Import/Export" button

e Press "File", type in the new name for the data file and confirm creation of the new file

e Press >>to export all records

e Press "Country"” and mark the country for which the file is created

e Press the "Import/Export" again to close the data file and leave the mode

e Now the "Auto-Setup" function will work if the corresponding country is selected in the
"Settings — General"

Manual editing

If manual editing in the "Bands" table is needed, use the corresponding navigation buttons Add, Delete,
Apply and Discard to add and delete records, apply and discard any changes.

"Clone" creates a copy of the current records.

The "Delete All" button can be used when it is necessary to clear the table before importing the new
bands.

There are the following rules for bands:

e Both the uplink and downlink bands should be imported or created according to the mobile
standard

e Do not create nor import the bands which are absent in your country/state

e No empty records are allowed

e No empty names are allowed. At least a short and unique description should be assigned to
each pair of bands.

e No repeating of names

e Uplink and downlink's names for the same band should coincide
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e The bands cannot overlap. In case of overlapping they should be combined in one record. For
example, if 2 bands 1700-1750 MHz and 1700-1770 MHz are used in your country, they should
be combined in one band 1700-1770 MHz.

Known signals

The Known Signals table can contain signals of radio and TV broadcasting as well as any other
continuously existing signals in your area such as radio communications or wireless signals.

These can be police, federal, military, aircraft, air traffic, marine, amateur, public safety signals and
wireless devices like door openers, alarm detectors, car remotes, etc.

Such signals are safe and can be met in the area many times, so saving them in the Known Signals table
will speed up the process of their identification when they are detected. Known signals have a name so
the operator can easily distinguish between them. The more signals that are named and saved in the
Known Signals table, the less unknown signals are met during detection.

Because in each area (country, state or city) there might be different TV, FM and radio communication
frequencies, it is recommended to clean the Known Signals table and add local frequencies again in any
new area. The initial signals can be exported to an external data file and restored when necessary, as
such the operator can have a separate data file for each area where a detection is performed
periodically.

‘ Representation Operations with
\ @ Delta X - Main office - 18.01.2018 mode external data file

(N Known Signals
Known signals are the signals from the TV and FM broadcgsting as well as the other safe signals existing in your area.

[Settings

General | < Back to Update Mas| | [ Import/Export |

Bands —_— Content of
‘ Central frequency and bandwidth

v) Spectrogram
,] oo the Known

Signals table

Known Signals

i —— ETTRNGT

Signal Analyzer |250 kHz ML ‘
pioLs [EMAGD T e
[Betecon ]

Stop / View Log

Update Masks ; 250 kHz [Fm 1019 | |

RE Sweep |2s0kHz  |FM 1025

Guard 24/7 “ S

Car Tracker Detector 1041 |250 ktz

105 250 kiiz

Probe R e e L R e T ST
05551 o5 | &

Central frequency 103,1 Bandwidth, kHz 250

Name FM 103,1 Modulation [FM

Example: ‘'TV Channel 12' or ‘FM 100

x [ Clone Delete all 4]

| Meastring | t:36°C USB: 4,72V

Delete Apply Discard Clone a

Delete all records
record record changes changes record

22

=




Delta X. User Manual

The most recommended way of adding a signal into the Known Signals table is to use the "Add to
Known" button after the signal is identified in the Signal Analyzer mode. It is also possible to fill the
Known Signals table automatically in the Update Masks mode. The signals that are relevant for the
selected country are inserted.

More details about adding signals to the Known Signal table can be read in sections "Update Masks" on
page 38 and "Adding signals to the Known Signals table" on page 54.

Import and export

The "Import/Export" button allows the user to save the current collection of known signals into the
external data file and load it back when necessary. If the Delta X is periodically used in different
locations, a set of external files will help to quickly re-adjust the system each time the location is
changed.

Open and create Relevant
file countries

File.. || Countries..

Berlin.sdb

Frequency BW Name Modulation
i it AV - Content of the
65,75 250 kHz TV2-Audio M
704 250 kHz OIRT FM 704 ™M
713 250 kiHz OIRT FM 71,3 M
729 250 kHz OIRT FM 72,9 M
87,75 7.5 MHz V4 AM
24 250 kHz FM 92;
93,8 250kHz  |FM 938 M
Import and 96,3 250 kHz FM 96,3 M
export of 96,4 250 kHz FM 964 M
100 250 kHz FM 100 M
1005 250 kHz FM 100,5 IEY
103 250 kHz FM 103 M

Delete record in
the external file

e The "File" button opens the existing file or creates a new file

external data file

records

e The "Countries" defines the relevant countries for the data file
e The, <<, >, and >> buttons copy the selected record, or all records, from/to the external file

Fields and controls

The "Show As" defines the representation of signals in the table. The "Central frequency and
bandwidth" mode is more convenient when editing narrowband signals, such as FM and VHF/UHF
communications channels, while the "Start and finish frequency" might be more informative when
working with broadband TV signals.

The "Spectrogram” allows the user to see the spectrum of the selected signal and operate its mask
(drawn in blue)
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Update mask Clear mask Clear all I

-30dBm
-40dBm
-50dBm
-60dBm
-70dBm
-80dBm

-90dBm
205

The mask repeats the signal's spectrum and helps to avoid alarms from the signal during detection. The
"Update Mask" button updates the mask of the selected signal by taking values from the Max trace. The
“Clear Mask" clears the mask of the selected signal. The "Clear all" clears the masks for all signals.

The navigation buttons Add, Delete, Apply and Discard allow the operator to edit the table.

The "Clone" button allows the operator to create a copy of the current signal, (a popup window will
request some parameters):

Offset, MHz

Prefix

Copies M 3 ]
Cancel

1 Cx2 &
S ( oecear )

The "Offset, MHz" defines the shift of the copy. This is useful for creating a list with fixed channel
spacing (TV or FM frequencies for example). The "Prefix" is used when the name is generated from the
pair "prefix" + "frequency". The "Copies" sets the number of created copies, each offset from the
previous one. Press "OK" to confirm or Cancel to exit.

The "Delete All" button can be used when it is necessary to clear the table before filling it in the new
area.

When editing the known signals follow the recommendations below:

e The name identifies the known signal, so it cannot be empty and must be unique

e The starting frequency F1 should be less than the ending frequency F2

e Known signals cannot overlap each other, or the mobile and wireless bands entered in the
Bands table
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Controls and elements

Maximize and Contrast
minimize menu mode

Signals Locator Detector Spectrum

@) Deita X - Mafn office - 22.01.2018

i Danger top || Hold max danger | | Select om in selection Scroll to marker
Settings
' |

e Common signals 1/7 ¥| | | [Spectrogram
Frequencyl |{Name BW ) o 3G Band 1 Uplink
148,7646 19,5 kHz i,

Known signals 391,9775 19,5 kHz

413374 39,1 kHz

Manual modes 433,3837 58,6 kHz

Bands

Signal analyzer 433,8818 19,5 kHz
433,9697 58,6 kHz
Detection 1792,6608 19,5 kHz

60dBm

70dBm
Stop / View Log

Update masks
RF Sweep

Guard 24/7
Bands Waterfall

Car Tracker detector - r r
Band Name [BW 3 J 16:04;

Probe CDMA850 Downlink 21 MHz
P-GSM-900 Uplink [25 Mz
DCS-1800 Uplink 738 MHz
DECT 20 MHz
3G Band 1 Uplink 60MHz |
24GHz Wi-Fi/BT/ZigBee  |B4MHz |
Wi-Max 3400-3700 [300MHz |
5 GHz Wi-Fi 665 MHz

1920
LI VT Se——

91% | Measuring and logging 3 1:36°C USB: 4,72V

Menu

The menu on the left side allows the operator to select the working mode. The menu can be minimized
and maximized with the help of the button in the top left corner.

The contrast mode allows the operator to select the convenient color scheme of the application. By
default, the high contrast mode is selected.

The current working mode stays active when the software is in Settings so some changes can be made
without interruption of the current operation.

Status

The bottom status line shows the general danger level, status of logging data, errors and warnings.

Signals

The Signals table contains the detected signals. They are recognized in the spectrum traces and inserted
into the table automatically when the software is in the RF Sweep, Guard 24/7 or Car Tracker Detector
mode.

There are two sections in the table: Common signals and Bands.
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When the system detects activities within a mobile/wireless band, they are inserted into the Signals as a
band. Other activities appearing outside the bands are inserted as common signals.

Each signal consists of the following fields:

e Frequency — central frequency (not displayed for bands)

e Name —is displayed if a common signal is present in the Known signals table or Band name —
name of a band

e BW — bandwidth of a common signal or band

e dBm —current dBm level (green bargraph) and Peak dBm level (light green bargraph). The level
is measured in the range of -90 dBm (low) ... -10 dBm (high)

e Danger - the current danger level (red bargraph) and the peak danger level (light red bargraph).
The danger level appears when a signal exceeds the threshold and is measured between 0% and
100%. The danger reflects the strength and the bandwidth of a signal simultaneously.

Sorting "danger to the Current record / total

top» quantity of records

Signal filtering P
L : . Popup menu (can also be
L All 1 Unknown [ DSRGErOus" f [ Danger top H Hold max danger /| ««« called by right-clicking on a

signal)
Toolbar for Common signals 4/17 A

Common signals 433,3837 [ Add to known |

dBm  |Danger ][]

[Frequency:|[Name ew |
Click on a field's 148,7646 19,5 kHz
header to sort 391,9775 19,5 kHz
413,374 30,1 kHz
433,3837 58,6 kHz
433,8818 [19,5 kHz
433,955 | |87.9 kHz

446,0546 293 kHz |
1105,493 19,5 kHz changing the displayed span

Double-click a signal to see its
spectrum with the displayed
span readjusted

Click to scroll without

Click to show and

hide the toolbar Bands
dBm: -55

3G Band 1 Uplink Threshold: -84

Toolbar for Bands

Peak Danger level

CDMAB850 Uplink 25 MHz
CDMAB850 Downlink 21 MHz

P-GSM-900 Uplink 25-NHz

DCS-1800 Uplink 73,8 Mz Current Danger

Current dBm level S Lo level
3G Band 1 Uplink 6OMHZ | U

2.4 GHz Wi-Fi/BT/ZigBee 84 MHz

Wi-Max 3400-3700 300 MHz |j

Peak dBm level

Double-click (or press Enter) on a signal (common or band) to see its spectrum. The displayed frequency
span of the spectrum graphs (Spectrogram and Waterfall) will be changed to show the signal's
bandwidth fully. If the Detector is in the Signal mode, it will be assigned to the signal.

A Click on a signal shows it in the spectrum graphs without changing the displayed span, i.e. just scrolls
to the signal. If the Detector is in the Signal mode, it will be assigned to the signal.

The signal filtering button allows the user to quickly select the desired signals:

e All-all signals are shown
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e Unknown — only the signals absent in the Known Signals table are shown
e Dangerous — the signals with a Peak Danger of more than 0% are selected

The "Danger top" button quickly adjusts sorting of the most dangerous signals to the top.

The "Hold Max Danger" function automatically tunes in the most dangerous signals during detection so
that the spectrum graphs and the Detector start showing the signal. Since the Detector allows the
operator to carry out the locating procedure, the function is convenient for simultaneously detecting
and locating. The system is moved during the detecting (RF Sweep mode). As soon as a signal is found
the Detector will instantly show the danger level changing depending on the distance.

The Hold Max Danger function should be deactivated when it is necessary to scroll to and review
other signals from the Signals table or other frequency ranges on the spectrum graphs. Otherwise the
function will forcibly tune into the most dangerous signal again while readjusting the spectrum graphs
correspondingly.

The popup menu contains additional commands for the selected signal or all signals. It can be called by
clicking on the button shown below or by right-clicking on a signal.

f* Unknown | Dangerous ][ Danger top [ Hold max danger |

) [ )
) >
Common signals 1/25 Selected signal ‘ Search in other logs
>

All signals | Report on signal
Frequency, |Name  |BW _ |[dBm | e § rons
|

47942 | logkHz | \ Reset danger
‘19,5 4374 [ ) ‘ Delete

Signals Locator “

{* Unknown | Dangerous [Dangertop ]L Hold max danger

Common signals 1725 | Selected signal )
T 1T | All signals | Export signals...
el | Ewortsg

u Show values

[Frequencys |Name W JfaBm |

479492 |

479932 | [ ‘ Reset danger
l480615 | Delete all

The "Selected signal - Search in other logs" command allows the user to check other logs for the
presence of a signal. RF bugging devices broadcast signals over a limited distance, so it is unlikely that
they are registered in other parts of the area/city. At the same time safe signals from communications
or broadcasting may be present in many places. Therefore, if you have done many sweeps in different
parts of the area old logs can be used for additional identification of unknown signals.

The log selection window will pop up:
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: ) ( I Rename | Delete [ Cancel |
|Creation Date o

'Main office. 128122017

350 5th Ave [23.01.2018

Branch 1 (23012018

Dallas factory %23.01.2018

Scroll through the logs

|
|
\
|

Selected signal

ate File Size (433955 MHZ | ]
22012018 1226 Mb + ﬂ

+ means the signal is
present on the date
19.01.2018 40 Mb 5 ‘
18012018 |31Mb ' | ‘
| 17.01.2018 4 mb _ |
16.01.2018 58 Mb

15.01.2018 {29 mb ' !

Delete date ] | Export date J | Import date |

Scroll through the logs and watch for the "+" near the dates; this means the presence of a signal within
that date. The old date can be immediately opened and the signal can be reviewed when the software is
in the "Stop / View Log" or "Signal Analyzer" mode. Do not forget to return to the current log and date
after opening an old date.

"Selected signal - Report on signal" allows the operator to generate a report on the currently selected
signal and save it into a .bmp or .jpg file. Before calling this function select the desired signal and adjust
the spectrum graphs if necessary (set span, density and representation mode). The report will include
the textual and graphic information. Below is an example of report on a 3G signal:
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3G Band 1 Uplink 1920 - 1980 MHz BW: 60 MHz
dBm: -67/-41dBm Danger: 76/ 87 %

LW

15:40 15:45 15:50 15:55 16:00 16:05 16:10 16:15 16:20 16:2

—
3G Band 1 Uplink

-30dBm

-40dBm

50dBm

60dBm

70dBm

-80dBm

-90dBm

1900 1910 1920 1930 1940 1950 1960 1970 1980 1990

s

¥ E
i

1910 92 934 9 9! 960 1970 1980 1990

Use the "Selected signal - Reset danger" command when it is necessary to clear the signal's peak danger
and remove it from the list of dangerous signals. As standard the peak danger keeps the highest value
measured during all previous sessions throughout the day. The operator may want the peak danger to
be cleaned, for example, after the band's threshold is increased or the known signal's mask is re-
updated. When the filter is set to "Dangerous" and the signal's danger is reset it will disappear from the
Signals table. Please only perform this operation with full confidence in the safety of the signal.

"Selected signal — Delete" — erases the current signal.
"All signals — Export signals..." - exports the Signals table to the .txt file.

"All signals — Show values" - turns on the showing of extra columns in the Signals table with the text
values of dbm and danger level.

"All signals - Reset danger" - clears all signals' peak danger. When the filter is set to "Dangerous" the
Signals table will become empty. Please only perform this operation with full confidence in the safety of
all signals.

"All signals — Delete All" erases all the signals from the Signals table.

The "field's headers" are used for sorting the signals. Subsequent clicks on a field's header sorts the
signals in an ascending and descending order. The subsequent clicks on the dBm and Danger firstly sort
by the current level (darker color) and then by the peak level (lighter color).

The common signals and bands are sorted simultaneously not depending on which header was clicked.
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The toolbar for the common signals is shown and hidden when the section's header is clicked. It
contains the following controls:

e Labels with the central frequency and name

e "Add to known" — adds the current common signal to the Known Signals table. Please read
section "Adding signals to the Known Signals table" on page 54.

e "Update mask" — re-updates the mask of the selected known signal. Please read "Updating
mask of a known signal" on page 44

The toolbar for the bands is shown and hidden when the section's header is clicked. It 